
CNBC Arabia 

 Environment Variables  

Variable Description Example 
DATABASE_TYPE Name of the DBMS postgres 

DATABASE_NAME Name of the database cnbc 

DATABASE_USERNAME Username of the database 
server 

user1 

DATABASE_PASSWORD Password of the database 
server 

mypassword 

DATABASE_PORT Port of the database server 5432 

READ_DATABASE_HOST URI for the database read 
instance 

cnbc-read.region. 
rds.amazonaws.com 

WRITE_DATABASE_HOST URI for the database write 
instance 

cnbc-write.region. 
rds.amazonaws.com 

DATABASE_FILE_UPLOAD_PATH Server path for file upload /efs/content 

REACT_APP_BASE_URL URL for client app  https://cnbcarabia.com/ 

BASE_URL URL for admin micro-service https://backend.admin.cnbc.com 

DAILYMOTION_CLIENT_ID Client ID for dailymotion 
channel access 

abc123abc123 

DAILYMOTION_CLIENT_SECRET Client secret for dailymotion 
access 

fd2321asdaasd 

DAILYMOTION_USERNAME Username of dailymotion 
channel 

test@cnbcarabia.com 

DAILYMOTION_PASSWORD Password of dailymotion 
channel 

password123 

DAILYMOTION_UPLOAD_API_PATH URL of operational micro-
service for posting videos in 
order to be uploaded to 
dailymotion 

https://backend.operational.cnbcarab
ia.com/api/dailymotion/upload 

DAILYMOTION_DELETE_API_PATH URL of operational micro-
service for deleting videos 
from dailymotion 

https://backend.operational.cnbcarab
ia.com/api/dailymotion/delete 

DAILYMOTION_UPDATE_TITLE_API_P
ATH 

URL of operational micro-
service for renaming videos 
on dailymotion 

https://backend.operational.cnbcarab
ia.com/api/dailymotion/update/title 

DAILYMOTION_CHANNEL_URL Dailymotion API URL for 
uploading videos 

https://api.dailymotion.com/user/CN
BCArabia/videos 

DAILYMOTION_CHANNEL_ID Dailymotion channel ID CNBCArabia 

ELK_NODE URL for Opensearch node https://search-
cnbc.region.es.amazonaws.com/ 

ELK_USERNAME Username for opensearch user1 

ELK_PASSWORD Password for opensearch Password123 

ELK_INDEX Index name for storing news 
on opensearch 

news 

EPISODES_ELK_INDEX Index name for storing 
episodes on opensearch 

episodes 

PROGRAMS_ELK_INDEX Index name for storing 
programs on opensearch 

programs 



TOPIC Firebase topic for push 
notifications 

/topics/News 

RESET_PASSWORD_ENDPOINT_ADMI
N 

URL for reset password 
screen on admin panel 

https://admin.prod.cnbcarabia.com/f
ull/authentication/set-password 
 

RESET_PASSWORD_ENDPOINT_SUBSC
RIBER 

URL for reset password 
screen on client site 

https://cnbcarabia.com/auth/resetPa
ssword 

CNBC_SUPPORT_EMAIL Email address that will be 
used for sending emails 

web@cnbcarabia.com 

CNBC_SUPPORT_PASSWORD Password for email address 
that will be used for sending 
emails 

mypassword123 

MAX_DAYS_FOR_LOGS Max number of days for 
keeping logs 

14 

HASH_SALT_ROUNDS Number of salting rounds for 
password hashing 

5 

FACEBOOK_API_URL Facebook API URL https://graph.facebook.com/ 

FACEBOOK_APP_ID App ID for Facebook API random123random123 

FACEBOOK_PAGE_ID Page ID for Facebook API random123random123 

FACEBOOK_PAGE_LACCESS_TOKEN Access token for posting on 
CNBC Arabia Facebook page 

random123random123 

TWITTER_BEARER_TOKEN Bearer token for Twitter API random123random123 

TWITTER_APP_KEY App key for Twitter API random123random123 

TWITTER_APP_SECRET App secret for Twitter API random123random123 

TWITTER_ACCESS_TOKEN Access token for Twitter API random123random123 

TWITTER_ACCESS_SECRET Access secret for Twitter API random123random123 

MAX_ALEXA_AUDIOS_COUNT Max number of Alexa audios 
that are allowed to be 
uploaded 

5 

REMEMBER_ME_TOKEN_EXPIRY_AD
MIN 

Access token expiry time on 
admin panel if “Remember 
Me” is true. 
Value is in seconds. 

2592000 

DONT_REMEMBER_ME_TOKEN_EXPI
RY_ADMIN 

Access token expiry time on 
admin panel if “Remember 
Me” is false. 
Value is in seconds. 

86400 

REMEMBER_ME_TOKEN_EXPIRY_CLIE
NT 

Access token expiry time on 
client site if “Remember Me” 
is true. 
Value is in seconds. 

2592000 

DONT_REMEMBER_ME_TOKEN_EXPI
RY_CLIENT 

Access token expiry time on 
client site if “Remember Me” 
is false. 
Value is in seconds. 

86400 

JWT_SECRET JWT secret for access tokens Abc123 

RESET_PASSWORD_LINK_EXPIRY_TIM
E 

Reset password link expiry 
time. 
Value is in seconds 

108000 

MAILCHIMP_API_KEY API key for Mailchimp Random123123 

MAILCHIMP_SERVER Mailchimp server region us2 



MAILCHIMP_LIST_ID List ID for mailchimp random123 

SUBSCRIBER_EMAIL_VERIFICATION_LI
NK 

URL for email verification on 
client site 

https://cnbcarabia.com/auth/emailVe
rification/ 

AWS_ACCESS_KEY_ID Access key id for S3 random123 

AWS_SECRET_ACCESS_KEY Access key secret for S3 random123 

AWS_REGION Region for S3 me-north-5 

S3_IMAGES_UPLOAD_LOCATION Images bucket upload path content/images/ 

S3_VIDEOS_UPLOAD_LOCATION Videos bucket upload path content/videos/ 

S3_AUDIOS_UPLOAD_LOCATION Audios bucket upload path content/audios/ 

AWS_IMAGES_BUCKET Images bucket name cnbc- images-bucket 

AWS_VIDEOS_BUCKET Videos bucket name cnbc- videos-bucket 

AWS_AUDIOS_BUCKET Audios bucket name cnbc-alexa 

MICROSERVICE_NAME_FOR_LOGS Name of micro-service for 
naming of logs folder 

admin or news or operational 

STATIC_CONTENT Path for serving static content 
from backend server 

/efs/copied_data/public_html/ 

THUMBNAIL_WIDTH The width for resizing of 
thumbnails. 
Value is in pixels. 

600 

THUMBNAIL_QUALITY The quality to keep for 
resizing of thumbnails. 
Value is between 1 to 100. 

80 

FIREBASE_ENVIRONMENT Firebase environment PRODUCTION 

NODE_ENVIRONMENT Node environment PRODUCTION 

MAX_DB_CONNECTIONS Max number of database 
connections. 

50 

MIN_DB_CONNECTIONS Min number of database 
connections. 

10 

MAX_DB_CONNECTIONS_TRANSACTI
ONS 

Max number of database 
connections for running 
transactions. 

20 

MIN_DB_CONNECTIONS_TRANSACTI
ONS 

Min number of database 
connections for running 
transactions. 

10 

ATTACHMENTS_DELETE_ROUTE URL for delete attachments 
route. 
This URL resides in admin 
micro-service. This URL will be 
used for deleting attachments 
of a news when the news is 
deleted from news micro-
service 

https://backend.admin.prod.cnbcara
bia.com/admin/api/admin/attachmen
ts 

 


